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In 2026, the mandate for privacy professionals has expanded. We are

no longer solely guardians of personal data; we are now the architects of
Responsible Al. In a landscape where organizations are rapidly integrating
Artificial Intelligence into their digital strategies, the definition of a “Privacy
Hero” now encompasses the ethical design, transparent deployment, and
rigorous governance of Al systems.

This Privacy Hero Starter Kit is designed to help you bridge the gap
between compliance obligations and operational reality. It provides

the essential tools to put Al governance into practice, ensuring your
organization can innovate while maintaining trust and safety.

Inside this toolkit, you will find actionable resources to operationalize
your privacy program:

/) Responsible Al Checklist: A comprehensive guide to
defining accountability, implementing “Ethics by Design,”
and establishing data governance protocols derived from
OECD Al Principles.

/) Acceptable Use Policy (AUP): A template for managing

workforce interactions with technology, specifically
addressing the risks of Generative Al, LLMs, and
unauthorized third-party tools.
/) Al Privacy Notice: A customizable transparency
framework to inform individuals when they are
interacting with Al, how their data is used to train models,
and how to exercise their rights.
/) Al Risk Assessment: Structured templates to identify
and mitigate risks associated with automated decision-
making and system outputs.

Use these tools to foster a safety-first mindset and build a culture
of digital responsibility.
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Responsible Artificial
Intelligence Checklist

This checklist aims to help developers and deployers

of artificial intelligence (Al) systems, including
deployers of Al systems procured from a third-
party, to examine their Al-related activities to
determine if they meet applicable best practices.
Note: Deployers of third-party Al systems are still
accountable for the Al systems they deploy. The
best practices outlined in this document still apply
to third-party Al systems that your organization
procures and deploys and should be considered to
the extent that your organization has the capability
to comply with them.

Al Governance

@ Incorporate responsible Al practices into the
organization’s digital responsibility strategy
with a focus on taking responsibility for
artificial intelligence (Al) systems developed
or used by the business

Determine who has ultimate responsibility and
accountability for the business’ Al decisions

Q)

Define and implement internal policies and
guidelines around how the organization will
use and govern Al systems:

—> Draw from the OECD Al Principles! (and other
authoritative Al principles and standards):

« Inclusive Growth, sustainable development,
and well-being

Q)

¢« Human-centered values and fairness
¢ Transparency and explainability
* Robustness, security, and safety

@ Develop and apply standardized processes and
rules to develop, test, deploy, and operate Al
systems (e.g., coding, documentation, testing,

architectural guidelines):

* Review guidance from relevant regulators,
advocates, and industry leaders

1OECD Al Principles and Recommendations for Policymakers

@ Conduct internal audits to assess adherence

©
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of the organization'’s Al practices to the
standardized processes

Designate personnel responsible for keeping
the business current on regulatory and
technical developments:

—> Reuvisit internal policies and procedures
to ensure that they address and account
for any changes in the Al regulatory
landscape, including:

« Privacy policies
« Data use policies
» Information classification and management policies

* Terms of service

—> Ensure employees know who to contact with
questions, inquiries and/or concerns about the
business’s privacy and data protection policies
regarding Al.

Leadership

Designate a member of senior leadership/
management to be responsible and
accountable for governance of the
business’ development and use of Al
systems, including enforcement of internal
policies and procedures

Make the Al leader accountable for working
with the business’ Data Ethics Committee
(or equivalent)

@ Clearly define all organizational roles

and responsibilities associated with the
design, development, use, and deployment
of Al systems to ensure such roles and
responsibilities align under the Al

leader’s portfolio



https://oecd.ai/en/ai-principles

Data Ethics

@ Distinguish between the business’ ethical
and legal responsibilities:

—> A practice may make the business legally
compliant with a regulatory obligation (e.g.,
obtaining consent), but this does not make
such practice, or the way it is carried out,
automatically ethical

@ Develop a set of Al ethical principles and an
internal Code of Conduct/Business Code of

Conduct that makes developers and users of Al

systems accountable for compliance with the

Al ethical principles:

—> Draw from the OECD Al Principles? (and other
authoritative principles)

—> Integrate the Al principles into the Code
of Conduct/Business Code of Conduct
and vice-versa

—> With transparency in mind, develop internal
ethical guidelines that align to the business’
Al ethical principles in a manner that they can
easily be made public should the need arise
@ Establish a Data Ethics Committee (or
equivalent) to advise the business on the
ethical development and use of Al systems:

—> The Committee should act in an advisory
capacity only, but should not be easily
overruled by operations or leadership

@ Comprise the Data Ethics Committee
of individuals and roles from all levels
of the company:

—> The Committee should be comprised of senior
leadership, C-suite, or board members
@ Include on the Data Ethics Committee
individuals with diverse backgrounds
and contrasting opinions

@ Provide a “safe space” for Committee members
to challenge business practices and make
recommendations to the business

@ Make issues and topics discussed accessible to
all Committee members (e.g., those that do not
have a legal or operational background)

2 OECD Al Principles and Recommendations for Policymakers
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Distinguish between ethical and
legal responsibility:

—> A practice may make the business legally
compliant with a regulatory obligation (e.g.,
obtaining consent), but this does not make
such practice, or the way it is carried out,
automatically ethical

Ethics by Design
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Identify which key stakeholders should
be involved in designing, developing and
implementing responsible Al solutions

Establish what “fairness” means to the
stakeholder group. This can be done with
guidance from the Ethics Committee

Clearly define and articulate the business

value or context of business use for the use

of an Al system:

—> Start with a problem statement (i.e., a problem
that the business is trying to solve):

» Avoid starting with a solution or capability that
the business has, otherwise this may force an Al
solution where one may not be warranted

—> Document underlying assumptions about
how the Al system will operate so that these
assumptions can be validated through
monitoring and testing

Define the terms, processes and data sets

needed to build the solution:

—> If Privacy Enhancing Technologies (PETs) are
used, integrate them all the way through the
development lifecycle rather than trying to fit
them in somewhere at the end.

Pilot the Al system before deploying it in

production to ensure it is operating as intended

Determine whether the business is engaging in
good practices and what are the consequences
of certain practices

Engage with the business’ Ethics Committee

to ensure stakeholder groups and the Ethics
Committee use consistent language and terms,
and are not working against each other to
develop and produce ethical algorithms
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@ Put in place organizational policies and
practices to foster critical thinking and
a safety-first mindset in the design

@ Consider risks associated with inputting
sensitive information into Al models:

—> Generative Al models should not be fed or
prompted to output sensitive or confidential
information unless data is processed locally
and/or subject to appropriate access and use
controls

—> Special care should be given to the following:
¢ Children’s data
* Employee data
¢ Education data
* Healthcare patient data

« Hiring or workplace data that could lead to claims
of discrimination or harassment

* Other regulated forms of data

@ Establish mechanisms and processes to
demonstrate that the Al system being deployed
is valid and reliable, e.g., with regard to:

—> Data collection
—> Lawfulness of processing

—> Limiting processing to the specified purpose

@ Establish mechanisms for personnel
designing or deploying Al systems to
regularly incorporate feedback from the
Ethics Committee and relevant Al actors (e.g.,
software developers, end users, operators, data
scientists, legal and compliance, etc.) into the
system'’s design and implementation

@ Put in place contingency processes to handle
failures or incidents in third-party data or Al
systems deemed to be high-risk:

—> Ensure the Al system can fail safely, such as
when made to operate beyond its knowledge
limits, and that residual negative risks do not
exceed the business'’s risk tolerance

Data Governance

@ Implement data governance policies and
procedures that set the standard for how the
organization will collect, use, store, maintain,
and disseminate personal data related to the
use of Al systems?®

@ Document and keep up to date data

provenance records that address the following:

—> The categories of data collected (personal and
non-personal)

—> The origin/source of the data
Original purpose of collection

S

—> Clear explanations of what data is used, how
it is collected and why

S

Who labeled the data and whether bias tests
were conducted to assess if the labeled data
was biased

How data is transformed over time

1

Date of last update or modification
(this can include the date tag in metadata)

@ Implement mechanisms to enable individuals to

challenge the accuracy of personal data used
by Al systems deployed by the organization:

—> Rectify any inaccurate personal data upon
receipt of sucient information confirming
the individual's identity, in line with the
organization’s procedures for handling privacy-
related requests and all applicable laws

—> Make mechanisms simple and easy to
use, and present them in a clear and
conspicuous manner

Data Input and Output
@ Limit the input of personal data used in the

Al system:

—> Review and update existing data minimization
policies and procedures to address limiting
the input of data used in Al systems

—> Determine and document the techniques used
to ensure that data used as Al system inputs is
limited, where possible, to what is necessary
and relevant to achieve the purpose for which
the Al system has been deployed. Techniques
may include:

o Periodic reviews of the amount of data used and
the nature of the inputs

» Deletion of data that is no longer necessary
and relevant

« Limiting the types of data that can be used or
submitted (e.g., through settings and configurations
available via the Al system)

3 See Sample Data Governance Policy under Privacy Management Category 1 - Integrate privacy into Data Ethics/Stewardship program
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@ Limit the use of Al system outputs to the
purposes for which the Al system is intended
to be used if the output is likely to result
in decisions that produce adverse legal or
similarly significant effects, including any risk
to the rights and freedoms of individuals

—> Review and update existing policies addressing
purpose limitation to address limiting the use
of Al system outputs

—> Develop and document policies that outline
the intended uses of the Al system

Procurement

Third-party Al system procured for deployment
by your organization:

@ Develop criteria (in collaboration with
procurement and enterprise risk management
teams) to assess and approve new or updated
third-party software and services that integrate
with Al APIs or offer Al features:

—> Have internal reviewers consider the data sets
used to create the outputs (e.g., for generative

Al models) to determine the unique risks
associated with each software and service

—> Review outputs for explainability, fairness
and bias — do the outputs make sense based
on the inputs, are the outputs fair
and nondiscriminatory

—> Assess the terms of use and system
documentation of the third-party vendor;
are they sufficiently transparent about the
Al features

@ Undertake to understand how the third-party

Al system is built, including:

—> How the data used to train the Al system

—> How the Al system is assessed by the developer
for effectiveness and explainability

—> Under what circumstances does the Al system
perform poorly
@ Ensure contracts with Al system third-party
providers that address the following:

—> A description and/or instructions on
the intended Al system

—> Any data obtained in association with
the procured model

—> Mechanisms for each party to report to the
other on potential vulnerabilities, risks or biases
that arise in the Al system during the tenure of
the procurement agreement

Engaging a third-party service provider that uses an
Al system to deliver services:

@ Establish requirements for sharing data with
vendors that ensure compliance with relevant
laws, regulations and best practices for sharing
or the sale of data to third parties:

—> Minimize the sharing of personal data as part
of data sets used to train third party Al systems

@ Review contractual terms to ensure that any
uses of data by vendors reflect mandatory
regulatory contractual language, or are subject
to approved exceptions:

—> As required by local law, ensure the appropriate

notices and consent are obtained prior to
sharing personal data with vendors

—> Ensure vendors are able to comply with
individual requests regarding the use of their
personal data in systems using Al (e.g., Do Not
Sell requests under US state laws, access and
deletion requests)

Transparency
and Explainability

@ Examine and document risks associated
with transparency and explainability:

—> Determine how the business should provide
transparency to the public or impacted
individuals about its use of Al

—> Determine when and how employees are
required to disclose whether internal and/or
external work product was created in whole
or in part by Al tools, particularly generative
Al tools

@ Inform individuals when and how they are
interacting with Al:

—> Inform individuals that they are interacting with
an Al system at the time of interaction, such as
through a privacy notice or other mechanisms
(e.g., labels, disclaimers)

—> Provide information in a clear and
concise manner




—> Make the information easily accessible

—> Clearly indicate to individuals when they
are interacting with a machine (bot)
or automatically generated content
) Inform individuals that interact with the Al
system of their rights relating to the Al system'’s
outputs and outcomes

@ Document and make accessible to impacted
individuals/communities and the public, where
appropriate, explanations of how the Al model
works, including:

—> Mechanisms underlying the Al system'’s
operation

The Al system’s knowledge limits
The data the system collects and/or uses

Reasoning for all outputs generated by
the system

A

How system outputs may be usedAny decisions
being made and the parameters for how such
a decision is to be reached

How the system produces different outcomes

I

The involvement of human interveners
(e.g., how/where in the system’s processing
cycle does human intervention occur and
to what degree)

@ Make explanations appropriate to the stage
of the Al lifecycle and risk level of the Al
system, and tailor explanations to individual
differences in the target audience, such as
their role, knowledge, and skill level

@ Employ a variety of methods to explain
Al systems, such as:
—> Visualizations
—> Model extraction

—> Feature importance

@ Ensure explanations provided about the Al
system match the processes used by the
system for generating the output:

—> Make explanations meaningful:

« Use language, concepts and terms most
understandable to the particular audience of
the explanation (i.e., the same explanation may
be provided with different levels of complexity
depending on the audience)

—> Confirm that the system is only used for what
it was intended

©
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Consider making the algorithm'’s source code
publicly available, or at the very least, available
upon request

Establish processes for end users and
individuals/communities impacted by Al
decisions to report problems and appeal
system outcomes;

Communicate incidents and errors to
relevant Al actors and impacted individuals/
communities

Be transparent about the design of Al systems
— disclose information about:

—> Design goals

—> Data inputs

—> The construction and operation of the system
—

System outputs and their impacts on targeted
individuals/communities and/or society
as a whole

Interpretability

©

©

Determine what information needs to be
interpretable so that the design and outcomes
of the system can be easily explained:

—> The information needed for interpretability
will depend on the stakeholders and context
of accountability demands

Regularly review documentation explaining

how the Al system works and makes

decisions/generates outputs, and update

the documentation where necessary.

Documentation should address the following:

—> The time tracking of reviews

—> Personnel involved in the review

—> What decisions/outputs are reviewed

—> What updates are made, if necessary

@ Make Al systems auditable:

—> Enable third parties to probe, understand
and review Al systems before deployment
and during operation.




Impact Assessment

@ Implement processes to assess, identify,
document, and address the impacts and risks
associated with automated decision-making
and Al system outputs:

—> Include the following in the assessment:
* A description of what the Al system will be used for

* A description of the organization’s processes to
determine if the Al system will be used in line with
its intended purpose

¢ A description of the period of time and frequency
in which the Al system is intended to be used

* The types of data used by the system as inputs
and the types of data generated by its outputs

* The categories or demographics of individuals and
groups likely to be affected by the system'’s use

* The positive impact of the Al system to individuals,
society, or the environment

* The specific risks of harm likely to impact the
identified categories of individuals or groups

» A description of human oversight measures
* The measures to be taken in case that these risks
materialize, including arrangements for internal
governance and complaint mechanisms.
@ To effectively analyze risks to the organization,
the assessment should:

—> ldentify potential consequences to the
organization and individuals a ected by Al
system outputs should an identified risk occur

—> Determine the levels of risk based on the
sensitivity of the data within the Al system
and its intended uses

—> Determine the controls necessary to mitigate
identified risks

—> Make the assessment available to interested
parties and relevant stakeholders asdetermined
by the organization or applicable law

@ Prioritize identified Al risks based on impact,
likelihood and available resources or methods

@ Develop, plan and document responses to Al
risks deemed high priority:

—> Risk response options include mitigating,
transferring, avoiding or accepting the risk

Human Oversight
and Intervention

©
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Document the Al system’s knowledge limits and
how system outputs may be used and overseen
by humans (i.e., human intervention)

Implement mechanisms to alert human
operators to adverse outcomes or impacts
of the Al system

Implement mechanisms for human oversight
and intervention where the purpose of
processing is likely to result in decisions that
produce adverse legal or similarly significant
effects, which may include, but not limited
to, any risk to the rights and freedoms of
individuals, particularly where the Al system:
—> Cannot detect or correct its own errors

—> Requires human oversight for the Al system to
function properly according to its instructions
or other documentation for its intended use

Define, assess, and document mechanisms

for human oversight and intervention

inaccordance with organizational policies

Determine the right level of human oversight
and intervention needed:

—> Human operators must have the authority
to override errors and decisions made by
the Al system

—> Human interveners must have clear and
documented processes and be supported
by interpretability mechanisms

Document detailed processes for human

interveners on making decisions and taking

required subsequent actions, including:

—> How a human operator is notified of/becomes
aware of situations requiring intervention (e.g.,
proactive checks, regularly monitors outputs
for inaccuracies, random audits)

—> Procedures for how a human operator corrects
errors in the Al system

Implement mechanisms and capabilities for

individuals impacted by the Al system’s outputs

to report adverse impacts (e.g., unfairness) and/

or request human intervention

TrustAr




Training and Awareness

@ Communicate to and train employees on
their responsibilities when working with Al
systems at the time that they start performing
job functions that rely on the Al system'’s
outputs, including:
—> The implications and consequences of using Al

tools in the workplace (e.g., outputs of certain
tools can be inaccurate):

* Keep in mind that the use of Al and concept of
ethics may be a novel concept to some employees

—> Their responsibilities and duties relating to data
and system usage, interpretation of system
outputs, security, and privacy

—> The implications of not conforming with the Al
system’s requirements and intended use, and
the impacts of decisions made based on the
system’s outputs

@ Clearly communicate to employees if there are
tools specifically recommended or prohibited:

—> Provide clear guidance on how employees
can or cannot use Al tools to perform their
essential job functions

—> Make employees aware of relevant policies,
such as the organization’s Al policy or
Acceptable Use Policy

@ Remind employees that relevant legal
obligations continue to apply to the use

of new tools;

@ Warn employees against inputting personal
data, confidential business information, trade
secrets, or other sensitive data into Al systems

@ Consider specific training to help employees
understand and mitigate legal liability in the use
of certain Al tools, particularly for businesses
in a regulated industry

—> Update employee resources, including
employee handbooks to reflect policies
regarding Al use

@ Establish and enforce development guidelines
to hold employees dealing with Al systems
accountable

@ Establish and communicate protocols for
employees using Al applications on work-
issued devices:

—> Advise employees which settings or
permissions are acceptable

©
©
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Provide employees with resources that address
the responsible use of all types of Al

Hold training sessions and workshops
on different aspects of Al, such as:
—> Ethics and bias

—> Data minimization

—> Data accuracy/inaccuracy

—> Transparency and explainability

—> Data security

Provide specialized training for employees
responsible for human intervention processes:
Develop, document and train all human
intervention processes before the launch or use
of an Al system so that customers can exercise
such an alternative from day one

Reinforce training by setting up refresher
training at regular intervals to keep employees
up-to-date on current legal restrictions/
permissions and emerging risks associated
with Al systems (e.g., annually)

Monitoring and Control

©

Identify and assess how the business will
measure Al risks (e.g., most significant to least
significant) and risks that cannot be measured
must be properly documented:
—> Implement safety metrics that reflect:

» System reliability and robustness

¢ Real-time monitoring

¢ Response time for system failures

« Connect measurement approaches for identifying

Al risks to deployment context(s)

Implement post-deployment plans to
continually monitor the functionality and
behavior of Al systems and their components
to ensure they are performing as intended
during the tenure of deployment:
—> For third party systems, determine whether

the Al system is performing according to the
intended us as described by the Al developer

—> Confirm that outputs are consistent with
the organization’s expectations

—> Integrate feedback and problems
reported by end users and individuals/
communities impacted by Al decisions
into evaluation metrics

TrustAr




—> Implement policies and procedures that
address the following:

* Who will be involved in the monitoring and analysis
* What needs to be monitored

* The methods needed for monitoring, analysis
and evaluation

* The frequency of the monitoring
* The expected performance according
to intended use
« When monitoring and analysis will be performed
« Defined metrics relevant for monitoring

@ Determine the course of action to be taken if
Al systems do not perform according to their
intended use, e.g.:

—> Update and retrain the Al system'’s inputs
and/or outputs so that the system performs
according to its intended use (to the extent the
organization has control over the inputs for
third party systems)

—> Cease the use of the Al system where outputs
are likely to result in decisions that produce
adverse legal or similar effects of similar
importance, and in the case of a third-party
system, notify the developer that the system
does not perform to its intended use

@ Regularly assess the metrics used to measure
Al risks for effectiveness and update them as
necessary:

—> Assessments should be conducted by
independent assessors or internal experts
who were not involved in the system’s design
and development)

@ Implement mechanisms and capabilities for
external parties to report adverse impacts
(e.g., unfairness):

—> Have procedures in place to review, reverse or
overturn adverse outcomes, especially those
that result in decisions that produce adverse
legal or similar effects of similar significance,
including any risk to rights and freedoms of
individuals — such as:

¢ Procedures to review complaints

¢ Procedures to evaluate and determine if a non-
conformity occurred that caused negative
consequences for individuals

e A procedure to evaluate whether similar non-
conformities exist

* A process to review the above procedures and make
changes where necessary

@ Obtain and document feedback from domain
experts and relevant Al actors on measurement
results regarding Al system trustworthiness
in deployment context(s) and across the Al
lifecycle to validate whether the system is
performing as intended

@ Implement Al system incident detection,
escalation, and management procedures and
response plan, or update existing procedures
and response plan to apply to Al system

Testing

Pre-deployment:

@ Implement processes and procedures to test
the Al system prior to its deployment. Policies
and procedures should include the following:

—> A testing plan outlining testing goals
(e.g., release criteria) and performance
metrics to be met

—> Both automated testing and human-led manual
testing, taking into account the technology
being used and the role of human operators
on Al system outcomes and eectiveness

—> Real-world use cases in which the Al system
will be deployed — mirror these use cases as
closely as possible

—> A comparison of Al system performance against
current human-driven processes

Post-deployment:*

@ Regularly review inputs of data and test the
Al system to identify system biases: Implement
processes to ensure that measures are
integrated into the various stages (e.g.,
the requirement to use a specific testing
tool or method to address unfairness or
unwanted bias)

@ Implement mechanisms to audit the accuracy
of the Al system'’s outputs in relation to the
intended performance of the system:

—> E.g., implement testing procedures to measure

the accuracy of the Al system'’s outputs that
address the following:

¢ A description of the methodology used to measure
and monitor the accuracy of Al outputs

4 See Al Testing Procedures under Privacy Management Category 4 — Maintain policies/procedures for algorithmic accountability
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¢ Clearly defined and realistic test sets that are
representative of the conditions of intended use

« False positive and false negative rates
¢« Human involvement, if any, in Al decision-making
—> Testing mechanisms should be in place to

assess the accuracy and quality of generated
outputs when new inputs are added

Develop methodologies and technical
measures to test Al systems to detect and
address sources for negative outcomes:

—> Validate assumptions made about the Al system
in the design phase, or if using a third-party Al
system, in the pre-deployment testing phase

—> Confirm that data collection and/or processing
by the system is consistent with the intended
purpose of the system

—> Validate that the impact of outcomes/decisions
made by the Al system are not harmful to any
individual, community or society as a whole

Recalibrate the system based on results of the
testing to ensure ongoing compliance with
ethical and legal requirements

Incident Detection
and Response

@ Review and update existing incident detection,

escalation, and management procedures,

including the organization'’s incident response

plan, to incorporate Al-related incidents:

—> Implement mechanisms to determine whether
an incident involves personal data within an Al

system Acceptable Use Policy for Information
Technology and Communications Systems




Acceptable Use Policy for
Information Technology and
Communications Systems

Introduction

This Acceptable Use Policy for Information
Technology and Communications Systems

(or "AUP") is designed for employees, contractors,
consultants, and any other individuals who have
access to [EMPLOYER NAME]'s information and
systems. It is designed to integrate with and
support the [EMPLOYER NAME]'s broader security
and privacy frameworks, standards, and policies,
including those against harassment and ethical
conduct, ensuring the responsible, ethical, and
legal use of corporate technology resources.

User Responsibilities

Regardless of their location, all users are expected
to understand and comply with this AUP and
safeguard [EMPLOYER NAME]'s data and systems.
This includes, but is not limited to:

() Adnering to this AUP, the [e.g., Client Code
of Business Ethics, and related policies].

Following the [e.g., Data Classification Policy

and handling guidelines — AMEND AS NEEDED].

@ Reporting security incidents promptly
to [INSERT APPROPRIATE CHANNEL].

Ensuring software, devices, and Wi-Fi networks
are updated with the latest security patches.

Policy Administration

The [DEPARTMENT NAME] Department
manages this policy, addresses inquiries and can
provide clarification on any questions. Contact
[DEPARTMENT NAME] Department for guidance.

Security, Access, and

Password Management

The [INSERT DEPARTMENT NAME] oversees the
security of all technological assets, managing
access and enforcing password protocols. Users
are prohibited from sharing unauthorized access
methods and are responsible for maintaining the
confidentiality of their access credentials.

Scope of Policy

This AUP applies to all corporate IT and
communication tools, including corporate

email systems, internet and intranet access,
telecommunication devices, and digital security
systems. All activities on these systems may

be monitored [INSERT AS APPROPRIATE —

SOME EXAMPLE CHOICES: WITHOUT NOTICE,
CONSISTENT WITH APPLICABLE LAW, PURSUANT
TO EMPLOYER’'S EMPLOYEE PRIVACY NOTICE, AS
SPECIFIED HEREIN, ETC.] to ensure compliance
and security.

Privacy and Responsible
Monitoring

In alignment with our commitment to uphold
privacy standards and comply with international
regulations, including those applicable in the
European Union, [EMPLOYER NAME] takes a
balanced approach to monitoring and the use of
its technology resources. This section outlines our
practices aimed at maintaining network security,
ensuring compliance with legal obligations, and
protecting company assets while being mindful

of individual privacy expectations.
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Monitoring Practices

[EMPLOYER NAME] employs responsible
monitoring practices to safeguard the integrity

of its IT and communication systems and to
prevent unauthorized activities. Such monitoring is
conducted in a manner that respects the privacy of
all users, in accordance with applicable local and
international privacy laws, including [AMEND AS
NEEDED — SOME EXAMPLES INCLUDE: the General
Data Protection Regulation (GDPR) for users within
the European Union and the California Consumer
Privacy Act (CCPA), as amended by the California
Privacy Rights Act].

While users can expect a reasonable level of privacy,
it is necessary for EMPLOYER NAME] to reserve the
right, consistent with applicable law [OPTIONAL —
and subject to any mandatory notice and consent
requirements, where required by law] to review,

audit, and analyze activities on its systems in order to:

@ Ensure the security and reliability of its IT
infrastructure.

@ Comply with legal and regulatory requirements.

@ Investigate and prevent potential threats
to the company, including to [AMEND
ACCORDINGLY] customer information,
confidential information, company
financial health or finances, digital
and intellectual assets.

@ Confirm adherence to this AUP and other
company policies.

User Expectations

Users should be aware that their use of [EMPLOYER
NAMEI]'s resources, including email, internet access,
and other communication tools, may be subject to
oversight where justified by legitimate business or
security concerns. This oversight will be conducted
with respect for individual privacy and dignity, and
any access to personal data will be strictly limited
to what is necessary and proportionate for the
purposes described above.

[EMPLOYER NAME] is committed to transparency in
its monitoring practices. Users will be informed of
the specific conditions under which their activities
may be monitored, and any such monitoring will

be carried out by authorized personnel only. Where
possible and appropriate, [EMPLOYER NAME] will
seek to anonymize or minimize the amount of
personal data accessed during monitoring activities.
In all cases, any access via monitoring will be solely
on an as-needed and strictly role based and access-
controlled manner.

Data Protection
and Confidentiality

Maintaining the confidentiality of data accessed
during monitoring activities is of critical importance
to [EMPLOYER NAME] and it has implemented
stringent data protection measures to ensure

that any information collected is securely stored,
processed, and, when no longer needed for the
purposes for which it was collected, properly
disposed of in accordance with data protection
policies and regulations.

By using [EMPLOYER NAME]'s IT resources, users
acknowledge and agree to this AUP including
these responsible monitoring practices, which

are designed to protect both the company’s and
users’ interests, while maintaining the integrity and
confidentiality of personal and company data.

Personal Use of

Client Systems

While reasonable personal use of [EMPLOYER
NAME]'s systems is permitted, users should exercise
caution to ensure it neither interferes with job
responsibilities nor compromise system security.
Activities for personal financial gain or running non-
approved businesses using company resources

are prohibited.

Because of the [AMEND ACCORDINGLY] high risk
to the business, likelihood of harm caused to the
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corporate resources, or inability for [EMPLOYER
NAME] to suitably monitor, protect, and secure
against malware, viruses, or similar, certain personal
use activities are, however, restricted, including:
[AMEND ACCORDINGLY]

@ Personal email services (e.g., personal Gmail,
Hotmail, or similar)

@ Personal generative Al/Chat services (e.g.,
personal ChatGPT or Gemini accounts);

@ Personal storage services (e.g., personal
Dropbox, OneDrive, iCloud, or similar)

@ Personal third-party or browser-based
password solutions (e.g., iCloud Keychain,
Personal 1Password, or LastPass accounts, etc.)

Use of Emaill, Internet,
and Social Media

Users must use email and the internet responsibly,
avoiding unauthorized sharing of sensitive,
confidential, proprietary, and/or personal
information and engaging with social media

in a manner that upholds [EMPLOYER NAME]'s
reputation and complies with legal requirements.

Confidentiality and

Intellectual Property

Protecting [EMPLOYER NAME]'s confidential
information, customer and employee data, financial
information, and intellectual property is crucial to
the continued success and health of the business.
Unauthorized use, disclosure, or distribution of
company assets is strictly forbidden.

[Optional — When Artificial Intelligence
is Used]

Restrictions on Al and
Generative Models

In order to ensure the ongoing confidentiality and
integrity of important or sensitive information
maintained by the company, users are prohibited
from inputting or processing [EMPLOYER NAME]'s
confidential, proprietary, personal, or sensitive
information through [MODIFY AS NECESSARY: ALL,
NON-APPROVED, ETC.] Large Language Models
(LLMs), generative Al, or similar technologies. This
prohibition is directly in response to the real known
risks that exist and may result from mishandling

of company, sensitive, proprietary, or personal
information via Al, including, but not limited to,
loss of confidentiality, intellectual property rights
erosion, data breach incidents, reputational damage,
as well as potential legal or regulatory adverse
consequences. Users must exercise caution to
prevent the unauthorized exposure of information
entrusted to [EMPLOYER NAME] by employees,
clients, end-users, and other stakeholders. Only
approved Al models and tools may be utilized —
approved Al models and tools will have suitable
safeguards and protections in place. Questions on
which Al tools are approved should be directed to
the [DEPARTMENT].

Compliance and

Disciplinary Actions

Violations of this AUP may lead to disciplinary
action, up to and including termination. Suspected
violations should be reported immediately to the
[DEPARTMENTI. This policy works in conjunction
with any applicable employment or collective
bargaining agreements and is not intended to
preclude any legally protected activities.

Amendments and

Further Information

[EMPLOYER NAME] reserves the right to amend
this AUP, from time to time, as necessary. Updated
versions will be [REFLECT CURRENT PRACTICE:
published on... the company security page]. For
more information, contact [INSERT RESPONSIBLE
DEPARTMENTAL CONTACTI.
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Artificial Intelligence
Privacy Notice

[This privacy notice template is intended for
businesses that process personal information

and other data using artificial intelligence
technologies. The Artificial Intelligence Privacy
Notice can be used as a standalone privacy notice
or can be incorporated into the business'’s
existing privacy notice.]

[INSERT COMPANY NAME] (“we”", “us”, “our”)

is committed to protecting your privacy. This
Artificial Intelligence ("Al”) Privacy Notice gives you
information on how we collect, use, disclose, and
safeguard your personal data when you interact
with our Al-powered [INSERT APPROPRIATE
REFERENCE Al, ML, Etc.] services and products. This
notice is supplemental to our Privacy Notice which
can be found [INSERT LINK TO PRIVACY NOTICE
HERE]. It applies to all users of our Al services and
outlines the rights and choices you have regarding
your personal data.

Information We Collect

We may collect and process the following types of
information through our Al Services: [TAILOR TO
WHAT INFORMATION IS COLLECTED]

@ Business Contact Information — Includes name,
address, email address, phone number, and
other similar information

@ Consent Information — Includes consent
unique identifier, record of consent, or other
similar information

@ Direct Interactions — Queries submitted to our
Al systems

@ Usage Data — Information on how you interact
with our services for product improvement,
including service usage patterns, preferences,
and engagement time

@ Content You Provide — Any content you
provide through the use of our services, such
as text and images

@ Device Data — Includes IP addresses, browser
types, and other technical details about the
device used to access our services

How We Use Your
Information

In most cases, we process your personal data using
Al Tools to improve the efficiency, quality, and speed
of our business processes and for the purpose of
providing you services. Other uses may include:
[TAILOR TO INDIVIDUAL USAGE NEEDS]

Provide, maintain, and improve our Al services
Train and develop Al models

Understand and analyze usage data to
develop new products, services, features,
and functionality

Communicate with you, including responding
to your inquiries, comments, and requests

© © 666

Ensure the security of our services and prevent
fraudulent or illegal activity

Information Sharing
and Disclosure

We follow the principle of data minimization by
sharing only the minimum amount of data necessary
and only for the purposes specified herein with:
[TAILOR TO WHO DATA IS SHARED WITH]

@ Service providers and partners who perform
services on our behalf
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@ Law enforcement, regulators, or other entities
where required by law or to protect our rights
or the rights of others

@ Third parties in connection with a merger, sale,
or asset transfer

@ Third parties for research or analytics purposes

Note: We do not sell, share, use, combine (with
another source), or disclose your personal data to
third parties, whether or not for monetary or other
valuable consideration. [IF APPLICABLE —

EDIT ACCORDINGLY]

Specific Al Models

[DESCRIBE THE TYPES OF Al MODELS USED -
language / computer vision models / etc.]

Our Al tools use generative pre-trained
transformers, commonly known as GPT (the
“language models”). The language models are
general-purpose language models that use a variety
of techniques to generate human-like text based on
prompts and messages from users and the data set
that the languages were trained on.

Data Security

We implement a variety of data privacy and security
measures which includes appropriate technical and
organizational measures designed to safeguard and
protect personal, identifiable, and/or confidential
information we collect or you share with us which
can be found here [INSERT LINK TO SECURITY
ADDENDUM OR TOMS HERE].

Your Rights and Choices

Subject to conditions specified by applicable law,
persons have the right to: (i) inquire whether and
what kind of personal data we hold about you and
how it is processed, and to access or request copies
of such personal data; (ii) request the correction or
supplementation of personal data about you that is
inaccurate, incomplete or out-of-date in light of the
purposes underlying the processing; or to (iii) obtain
the erasure of personal data no longer necessary
for the purposes underlying the processing,
processed based on withdrawn consent, processed
for legitimate interests that, in the context of

your objection, do not prove to be compelling or
necessary for the establishment, exercise or defense
of legal claims, or processed in non-compliance
with applicable legal requirements. In addition, you
have, subject to the conditions set out in applicable
law and without limitation, the rights to: (iv) request
us to restrict the processing of personal data in
certain situations where you feel its processing is
inappropriate; (v) object, on grounds relating to
your particular situation or where your personal
data is used for direct marketing purposes, to the
processing of personal data for legitimate interests;
and to (vi) request portability of personal data that
you have provided to us, where the processing of
such personal data is based on consent or a contract
with you and is carried out by automated means. In
case of concerns, you also have the right to lodge

a complaint with a supervisory authority having
appropriate jurisdiction. If you have questions or
requests relating to our privacy practices and this Al
Privacy Policy or would like to exercise the above-
mentioned rights of access, rectification, erasure,
restriction, objection and data portability, you may
contact us at [INSERT CONTACT INFORMATION OR
LINK TO MAIN PRIVACY NOTICE OR IRM HERE] to
exercise these rights.




International Transfers

Your information may be transferred to, and
maintained on, computers located outside of your
state, province, country, or other governmental
jurisdiction where the privacy laws may not be as
protective as those in your jurisdiction, including in
countries outside of the EU/EEA, Switzerland, and/or
the UK in which the level of data protection may not
be as high as within the EU/EEA, Switzerland, and/
or the UK. In all cases, we comply with applicable
legal requirements and provide an adequate level

of data protection regardless of where the data

is transferred or accessed. We also ensure that

data processing is conducted in accordance with
applicable data protection laws. For transfers of
personal data outside of your jurisdiction, we use
the following (as applicable) [EXPLAIN COMPLIANCE
MEASURES HERE (E.G., DPF, SCCs, ETC.)]

Changes to this
Privacy Notice

We may revise this Al Privacy Notice from time to
time and will post the date it was last updated at the
top of this privacy policy. We will provide additional
notice to you if we make any changes that materially
affect your privacy rights. We encourage you to
review this notice periodically.

Contact Us

If you have any questions about this Al Privacy
Notice or our privacy practices, please contact us by
mail, telephone, or email:

[INSERT CONTACT INFORMATION HERE]




TrustArc Artificial Intelligence
Risk Assessment Template

Moving from principles to practice requires a structured approach to
identifying and mitigating harm. This Al Risk Assessment Template is
designed to help you execute the Impact Assessment strategies outlined in
this toolkit.

Use this template to document the lifecycle of your Al systems, ensuring you
have a defensible audit trail for your governance decisions.

This template will help you:

@ Identify Risks: Catalog specific risks of harm to individuals or groups
and the likelihood of those risks materializing.

@ Document Oversight: Record the human oversight measures and
intervention capabilities required for high-risk automated decision-
making.

@ Plan Mitigation: Define and assign specific controls to mitigate,
transfer, or avoid identified risks.

Download the Al Risk
Assessment Template

Get it now



https://trustarc.com/wp-content/uploads/2025/01/AI-Risk-Assessment.pdf

Building a Future
of Trust

As Al technologies continue to evolve, so must our approach

to privacy and governance. By implementing the tools and

strategies in this kit, from the Responsible Al Checklist to
Acceptable Use Policy, you are taking the first steps towa

the
rd

a “safety-first mindset” that prioritizes transparency, fairness,

and accountability.

This toolkit is designed to be a living resource. Regular
reviews of your Al systems, consistent human oversight,
and ongoing employee training are essential to maintaini

ng

compliance in a shifting regulatory landscape. Whether you

are piloting a new generative Al tool or refining existing data

models, the principles of ethics by design and rigorous risk

assessment will serve as your foundation for sustainable
innovation.

Is your Al governance program ready
for global scrutiny?

Al governance is no longer optional. It's a regulatory and
ethical imperative. As new Al laws and data protection
regulations emerge across jurisdictions, managing Al use
responsibly has become a key part of enterprise risk and
compliance strategy.

TrustArc’s Al governance solution helps organizations
operationalize Al governance with a centralized, scalable

solution that unites privacy, risk, and regulatory workflows,

sO you can move fast, stay compliant, and build trust.
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