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Area

Applicable Laws/Standards

Global Framework

Us

ISO/IEC 27550 (requires license)

ISO 27001:2022 (requires license)

ISO 27002:2022 (requires license)

ISO 27001/2025 (requires license)

ISO/IEC 29100 (requires license)

ISO 31700-1 (requires license)

1ISO 42001

ISO/IEC 27701 Extension to ISO/IEC 27001 and ISO/IEC 27002 (requires license)
Nymity Privacy Management Accountability Framework (PMAF)

PCIDSSv.4.0
TrustArc Privacy & Data Governance Framework
Organization for Economic Co-operation and Development (OECD) Al Principles

Colorado Privacy Act

Delaware Personal Data Protection Act (PDPA)
Federal Trade Commission (FTC) Red Flags Rule
FSG C&E Program

FTC Health Breach Rule

GLBA Safeguards Rule
HIPAA Breach

HIPAA Privacy Rule

HIPAA Security Rule

Nevada Privacy and Security Law US

New Hampshire Act Relative to the Expectation of Privacy (EPA)
NIST 800-53

NIST Al Framework - Govern

NIST Al Framework - Mapping

NIST Al Framework - Manage

NIST Al Framework - Measure

NIST Cybersecurity Framework

NIST Privacy Framework

SOC2 - 2017 Trust Services Criteria

US: California - California Consumer Privacy Act (CCPA) Regulations 2025
US: California - California Privacy Rights Act (CPRA)

US: California Data Breach Law

US: California - Protecting Our Kids from Social Media Addiction Act
US: Colorado Privacy Act

US: Colorado Privacy Act Rules



US: Colorado Al Act

US: Connecticut Personal Data Privacy Act (CTDPA)
US: Indiana Consumer Data Protection Act

US: Kentucky Consumer Data Protection Act

US: Maryland Consumer Protection Act

US: Massachusetts Security Regulation 201 CMR 17.00
US: Minnesota Consumer Data Privacy Act

US: Montana - Consumer Data Protection Act (CDPA)
US: Nevada - Consumer Health Data Act

US: NYDFS Cybersecurity Regulation

US: Rhode Island DTPPA

US: Utah - Consumer Privacy Act (CPA)

US: Virginia - Consumer Data Protection Act (CDPA)
US: Children’s Online Privacy Protection Act (COPPA) Rule
US: Family Educational Rights and Privacy Act (FERPA)
US: FERPA Regulations

US: Gramm-Leach-Bliley Act (GLBA)

US: Florida - Digital Bill of Rights

US: Oregon - Consumer Data Protection Act

US: Texas DPSA

US: Telephone Consumer Protection Act (TCPA)

Utah Al Policy Act

EU Cloud CoC

EU Al Act

EU-BCRs Controllers
EU-BCRs Processors
EU Data Act

EU - NIS 2 Directive
GDPR

United Kingdom - GDPR (As amended by the Data Use and Access Act 2025)
UK - Privacy of Electronic Communications

Switzerland - DSG

Digital Services Act (DSA)

Digital Operational Resilience Act (DORA)

Europe

Asia APEC Privacy Framework

China Cybersecurity Law

China Data Security Law

China Personal Information Protection Law

Dubai - DIFC Data Protection Law 2020

Hong Kong - Personal Data (Privacy) Ordinance of 2021
India Cyber Cafe IT Rules

India Cyber Incident Reporting Direction

India - DPDPA

India - DPDP Rules

India Electronic Service Delivery Rules

India Intermediaries IT Rules

India Reasonable Security Practices and Procedures



Other

Indonesia - Data Protection Law

Israel - Cross Border Transfer Regulations

Israel - Privacy Protection (Data Security) Regulations
Israel - Protection of Privacy Law (PPL)

Japan - APPI (amended 2021)

Malaysia Personal Data Protection Act

Malaysia Personal Data Protection Regulations
Malaysia Personal Data Protection Standards
Malaysia Registration Regulations

Philippines - Data Privacy Act of 2012

Philippines - Data Privacy Regulations

Saudi Arabia - Personal Data Protection Law (PDPL)
Singapore Al Framework

Singapore Breach Regulations

Singapore Data Protection Regulations 2021
Singapore PDPA

South Korea Atrtificial Intelligence (Al) Basic Act
South Korea PIPA

Taiwan - Enforcement Rules of the Personal Data Protection Act
Taiwan - Personal Data Protection Act

Thailand - Personal Data Protection Act

Turkey - PDPL

Vietnam Decree No. 356/2025/ND-CP

Vietnam - Personal Data Protection Decree (PDPD)
Vietnam - Personal Data Protection Law

Argentina - Personal Data Protection Act

Argentina - Personal Data Protection Regulation 1558/2001

Australia - Privacy Act 1988

Botswana - Data Protection Act (DPA), 2018

Brazil - LGPD

Canada: Quebec - Protection of Personal Information in the Private Sector (PPIPS)
(amended by Bill 64)

Canada - Anti-Spam Legislation (CASL)

Canada - Personal Information Protection and Electronic Documents Act (PIPEDA)
Cayman Islands Data Protection Act

Cayman Islands Data Protection Regulations

Chile - Personal Data Protection Law (PDPL)

Colombia 1581 of 2012

Costa Rica Law No. 896

Dominican Republic - Law No. 172-13 on the Protection of Personal Data
Egypt Personal Data Protection Law

Ecuador Data Protection Law

Ecuador Data Protection Regulations

Ecuador Organic Law - Protection of Personal Data

Jamaica Data Protection Act

Jamaica Data Protection Regulation

Kenya - Data Protection Act 2019



Kenya - DP Regulations 2021

Kenya - Registration Regulations 2021

LGPD

Mexico - Federal Law on Protection of Personal Data
Mexico - Regulations to the Federal Privacy Law
New Zealand Privacy Act

Nigeria - Data Protection Act

Nigeria - Data Protection Regulation 2019

Panama - Law 81/2019

Panama - Decree 285/2021

Peru Data Protection Law No. 29733

Peru Data Protection Regulation

Peru Supreme Decree No.016-2024

Russia - Federal Law on Personal Data

South Africa - Protection of Personal Information Act (PoPIA)
South Africa POPIA Regulations

Uruguay Data Protection Regulations

Uruguay Data Protection Law 18331

Uruguay Data Protection Registration Regulation



